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Abstract
In modern retail market environment e-commerce has rapidly gained a lot of attention and also provides
instantaneous transactions. Nowadays credit card frauds are increasing day by day due to the development of
information technology around the world. This paper focus on K-Nearest Neighbor Euclidean distance can
categorize the data whether the transaction data is fraud or genuine. The geo location data track the customer
behavior is help to reduce the fraud for online merchants. IP Geo Location implement in K-Nearest Neighbor
and analysis of result given the higher performance accuracy.

Keywords: Credit Card Fraud, K-Nearest neighbor, IP Geo Location, Euclidean Distance, Latitude, Longitude

1. Introduction
Credit card a fraud resulted in losses amounting to $11.27 billion during 2012. Card issuers and merchants incurred 63%
and 37% of those losses, respectively, with the following transactional breakdown. Card losses occur from the counterfeit
cards through the Card Not Present Fraud . Fraud losses accounted for roughly 5.22₵ per $100 in total volume, up from
5.07₵ per $100 in 2011.In 2012, US accounted for 47.3% of the worldwide payment card fraud losses but generated only
23.5% of total volume. Identity theft is a form of fraud that often results in unauthorized credit card transactions. In 2014
to 2015 identity theft cases increases at 58%.Retailers’ revenue lost to online fraud increased over the past two years to
reach an estimated $3.5 billion, up 3% from $3.4 billion in 2011 and 30% from $2.7 billion in 2010. The average valid
orders ticket value dipped to $149 in 2012 from $150 in 2011.When looking at the percentage of fraudulent orders in the
context of total revenue of online fraud average rate is low. The average percentage of online revenue lost to fraud was
0.9% last year, down from 1.0% in 2011.As a result financial institutions and merchants assume responsibility for most of
the money lost as a result of fraud. For example, card issuers bore a 63% share of fraudulent losses in 2012 and merchants
assumed the other 37% of liability, according to the Nilson Report August 2013.
In 2015 US accounted for 47.3% of the worldwide payment card fraud losses but generated only 23.5% of total volume.
As credit card becomes the most popular mode of payment for both online as well as regular purchase. Fraud cases
associated with it are also rising to detect credit card frauds in electronic transactions becomes the focus of risk of control
of banks. The proposed work in this paper focus on online transaction fraud detection using K-Nearest Neighbor
Algorithm can calculate the Euclidean distance and categorize the
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transaction if it is fraud or Non Fraud. The experimental result shows the performance analysis of K-Nearest Neighbor
Algorithm and also compared on the basis of misclassification and correct classification rate. In terms of performance
accuracy and the required amount of data for generating the robust model. This paper focus on online credit card fraud
detection and evaluate various techniques that can be used in detecting fraudulent transactions of card-not-present
payment systems. Further analysis is thus required to be able to isolate fraudulent usage. K-Nearest Neighbor Algorithm
can analyse the data and Detect Long IP Distance. This Research investigate online orders of each customer should be
legitimate or fraudulent.

2. Literature Survey
Olszewski (2014)Knowledge-Based Systems proposed the matrices visualization on the SOM grid, which constitutes the
main contribution of this paper. A common major difficulty associated with all those fraud detection fields is that there is a
large amount of data that needs to be analyzed, and simultaneously Training data contains small number of fraudulent
samples. So supervised techniques inhibs and limit the application. Soltani Halvaiee and Akbari (2014) proposed credit
card fraud detection using Artificial Immune Systems (AIS), and introduce a new model called AIS-based Fraud
Detection.Model (AFDM) an immune system inspired algorithm (AIRS) improve the performance accuracy . The problem
with FP and FP parameters is that they do not represent the efficiency of the fraud detection system which includes the
processing cost, the cost of reputation loss, and the amount of money involved in each fraudulent transaction.
Bhattacharyya et al. (2011) proposed feature selection, and performance metrics for credit card fraud. patterns to
understand complex problems, and exploiting this fact can be a powerful tool in comprehending the results of data mining
problems. Humpherys et al. (2011) proposed This study is the first to propose a systematic textual feature set for FSF
detection. Second, this research introduces new constructs for Financial Status Fraud detection literature. The average
testing accuracy, recall, Fscore, and FPR of combination method are better than that only using analytic framework while
average precision and FNR are a little bit worse. Cecchini et al. (2010) proposed empirical risk minimization—it focuses
solely on reducing the error over the training set. As is well known, empirical risk minimization often results in over fitting.

3. Methodology
The Nearest Neighbor is a simple classification technique used for pattern recognition, which says that a point
belongs in the same category as the point nearest to it. A variation of the nearest neighbor rule classifies a point
as belonging in the category of the majority of a certain number of nearest neighbors. The Credit card fraud
dataset has been obtained from the real time database.
This dataset classifies people described by a set of attributes as Fraud or Non Fraud .The following section
describes the Credit card fraud data sets used in the experiment, the performance metric used to evaluate the
proposed system and the experimental settings and its results credit card fraud Dataset. One of the most widely
used data sets for evaluating Credit card fraud detection in old database. The training dataset consists of 70
instances and the testing dataset consists of 28 instances. Several online transaction data such as Account No,
Amount, orders, and Location. Database analyzes and scores the transaction information using proprietary KNearest Neighbor Algorithm based on known fraud or Non Fraud derived from online fraud patterns. The
higher the scores, the higher the risk of a transaction. The data can test with two attributes(latitude and
longitude) location to classify whether the distance is short or long shown in table 1 and figure 1. IP
implement in Euclidean Distance measures the Distances between 98 samples using the attributes of IP
Distance we have to Calculate the distance between two samples of calculation Standardization is necessary to
balance way to do the transform the variables so they all have the same variance of mean variable shown in
Table 2 measure the distance using Euclidean distance.
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Table 1 for Euclidean distance between locations
Latitude

Longitude

X1

Y1

X2

Y2

X3

Y3

X4

Y4

X5

Y5

Figure1 for latitude and longitude distance

IP Location test with K=3 and K=7 If K=3 calculate the distance with training samples can compute Square
distance. It can check whether distance is short or long. Short distance contains certain limits in the distance
takes below 500 miles shows the genuine transaction otherwise more than 500 miles for fraud transaction
shown in Figure 2.
The Standarized Euclidean Distance between two j- Dimensional vectors can be written as
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Sort the distance and determine Nearest Neighbors based on the Kth minimum distance
The mean and standard deviation of the IP Distances are shown in table 2

Mean=724

Standard Deviation=0.5074
Standardized Value=(original value-Mean)/Standard Deviation
Table 2 for mean, median mode and standard deviation of IP Distance

IP Distance have contributions of largest role in the particular example. Euclidean Distance calculated on
standardized data. We can repeat this calculation for all pairs of samples. Standardized Euclidean Distance
between the 98 samples calculate the distance between two locations.

Figure 2 for long distance IP
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4. Experiments & Results
Accuracy rate and false positive rate as the performance criteria based on the following metric shown in Table
3 & 4 below. True Positive (TP) is a condition when no fraud and False Positive (FP) is a failure of detect the
fraud.
A. Cross validation
we first use the 10-fold cross validation technique which only needs training data. In 10-fold cross-validation
the original training data is randomly partitioned in to 10 subsamples. In 10 subsamples a single sub sample is
retained as the validation data for testing the model, and the remaining 9 subsamples are used as training data.
In subsamples the validation process is repeated 10 times with the validation data. The 10 results from the
folds then can be averaged to produce a single estimate. The results of the first experiment are given in Table
4. We apply K-Nearest Neighbor algorithm in the fraud detection module in order to find the best method for
detecting credit card fraud based on accuracy false positives and speed (computation time).
B. Confusion Matrix
The confusion matrix is used as an indication of the properties of a classification rule. It contains correctly or
incorrectly classified for each class. we can see on its main diagonal the number of observations that have
been correctly classified for each class, the off diagonal elements indicate the number of observations that have
been incorrectly classified shown in table 3.
Table 3 for Confusion Matrix
Predicted (a)

Predicted (b)

Fraud

Non Fraud

26.53%

1.02%

0%

72.45%

C. Precision&Reca1l
A measure of a classifiers exactness and A measure of a classifiers completeness Shown in fig 3.
Kappa: Classification accuracy normalized by the imbalance of the classes in the data.
ROC Curves: Precision and Recall accuracy is divided into sensitivity and specificity and models can be
chosen based on the balance thresholds of these values.
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Fig 3 Precision&Reca1l accuracy result

Table 4 for Accuracy improvement on 10 fold cross validation experiment
Accuracy
Correctly Classified Instances

99

Incorrect Classified Instances

1

Kappa Statistics

0.9741

Mean Absolute Error

0.0100

Root Mean Squared Error

0.0711

Relative Absolute Error

2.7241

Root Absolute Squared Error

15.9076

Each input classifier computes predicted classifications using cross validation from which overall
performance characteristic can be computed. The experiment results are given in the Table 4.

Figure 4 for IP distance transaction data
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5. Conclusion
The result of the nearest neighbors shown in Table 4 is 99% genuine and 1% of fraud. The distance of the test
data K=3 and K=7 gives higher performance accuracy show in figure 3. It can achieve good results with the
highest accuracy being 99%. K-Nearest Neighbor algorithm as a weak classifier achieves the highest accuracy
which is 99.% with a false positive (FP) achieves the lowest FP rate of 0%. Unfortunately the computation
time of K-Nearest Neighbor algorithm is very high. This work examined the performance of data mining
techniques of K-Nearest Neighbor algorithm credit card fraud detection to test data with lower fraud rate
shows 99% correctly classified instances and incorrectly classified instances 1%.
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