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Abstract

By cloud memory, consumers are storing large amount of data and using the on demand application and
services of cloud computing .Protection of data integrity plays an leading role in cloud computing. The privateness
and security is the most troubling problem of the customers. Thus we use public investigation for providing security
and protecting the consumer’s data from the intruders. Public Investigation is proposed to check the presence of the
intruder’s. Protection is provided against threats and secures cloud storage system supporting privacy-preserving
public investigation. Privateness is maintained for the customer’s data and reduces the online pressure to the
customer. High Security is given on cloud storage and performance analysis which shows that the proposed scheme
is provably highly secure and efficient in manner.
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1. Introduction

Cloud Computing is a common expression used to describe different types of computing concepts that
involve a large number of computers connected through a real-time communication network such as Internet and in
cloud computing, the word cloud is used as a metaphor for the internet ..It is transforming the very nature of how
businesses use information technology. A simple example of cloud computing is Yahoo email, Gmail, or Hotmail
etc. Cloud computing is a type of computing that relies on rather than having local servers or personal devices to
handle applications in internet. All you need is just an internet connection and you can start sending emails. The
server and email management software is all on the cloud and is totally managed by the cloud service provider
Yahoo; Google etc. The consumer gets to use the software alone and enjoy the benefits In a cloud computing
system, there's a significant workload shift. While Cloud Computing makes these advantages more appealing than
ever, it also brings new and challenging security threats towards users Local computers no longer have to do all the
heavy lifting when it comes to running applications. The cloud also focuses on maximizing the effectiveness of the
shared resources. The network of computers that make up the cloud handles them instead. Hardware and software
demands on the user's side decrease. As a result, the correctness of the data in the cloud is being put at risk due to
the following reasons.

The goal of cloud computing is to apply high-performance computing power, which is normally used by
research facilities, to perform trillions of computations per second, in consumer-oriented applications such as to
deliver personalized information, financial portfolios immersive computer games to provide data storage. This
shared IT infrastructure contains large pools of systems that are linked together. First of all, although the
infrastructures under the cloud are much more powerful and reliable than personal computing devices, they are still
facing the broad range of both internal and external threats for data integrity. Secondly, there do exist various
motivations for CSP to behave unfaithful towards the cloud users regarding the status of their outsourced data. As
users no longer physically possess the storage of their data, traditional cryptographic primitives for the purpose of
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data security protection cannot be directly adopted .In particular, simply downloading all the data for its integrity
verification is not a practical solution due to the expensiveness in I/O and transmission cost across the network.
Besides, it is often insufficient to detect the data corruption only when accessing the data, as it does not give users
correctness assurance for those unaccessed data and might be too late to recover the data loss or damage.
Considering the large size of outsourced data and the user’s constrained resource capability, the tasks of auditing the
data correctness in a cloud environment can be formidable and expensive for the cloud users. Moreover, the
overhead of using cloud storage should be minimized as much as possible, such that user does not need to perform
too many operations to use the data. Users’ computation resources as well as online burden, it is of critical
importance to enable public auditing service for cloud data storage, so that users may resort to an independent third
party Investigation (TPI) to investigate the outsourced data when needed. The TPI, who has expertise and
capabilities that users do not, can periodically check the integrity of all the data stored in the cloud on behalf of the
users, which provides a much more easier and affordable way for the users to ensure their storage correctness in the
cloud. Moreover, in addition to help users to evaluate the risk of their subscribed cloud data services, the
investigation result from TPI would also be beneficial for the cloud service providers to improve their cloud based
service platform, and even serve for independent arbitration purposes. In a word, enabling public investigation
services will play an important role for this nascent cloud economy to become fully established, where users will
need ways to assess risk and gain

trust in the cloud. Recently, the notion of public investigation has been proposed in the context of ensuring remotely
stored data integrity under different system and security models .Public investigation allows an external party, in
addition to the user himself, to verify the correctness of remotely stored data.

This severe drawback greatly affects the security of these protocols in Cloud Computing. From the perspective
of protecting data confidentiality, users who own the data and rely on TPI just for the storage security of their data,
do not want this investigation process introducing new vulnerabilities of unauthorized information leakage towards
their data. Without a properly designed investigation protocol, encryption itself cannot prevent data from “flowing
away” towards external parties during the Investigation process. Thus, it does not completely solve the problem of
protecting data privacy but just reduces it to the key management. Unauthorized data leakage still remains a problem
due to the potential exposure of decryption keys. Therefore, how to enable a third-party investigation protocol,
independent to data encryption, is the problem we are going to tackle in this paper. Our work is among the first few
ones to support privacy-preserving public auditing in Cloud Computing, with a focus on data storage. As the
individual Investigation of these growing tasks can be tedious and cumbersome, a natural demand is then how to
enable the TPI to efficiently perform multiple investigation tasks in a batch manner simultaneously. TPA to perform
the investigation without demanding the local copy of data and thus drastically reduces the communication and
computation overhead as compared to the straightforward data investigation approaches. By integrating the HLA
with random masking, our protocol guarantees that the TPI could not learn any knowledge about the data content
stored in the cloud server during the efficient investigation process. The aggregation and algebraic properties of the
investigator further benefit our design for the batch investing. Specifically, our contribution is of following three
aspects:

1. We motivate the public investigation system of data storage security in Cloud Computing and provide a
confidentiality protection investigation protocol .our scheme enables an external auditor to investigate
user’s outsourced data in the cloud without learning the data content.

2. Our scheme is the first to support scalable and efficient public investigation in the Cloud Computing.
Specifically, our scheme achieves batch Investigation where multiple delegated Investigation tasks from
different users can be performed simultaneously by the TPI.

3. We prove the security and justify the performance of our proposed schemes through concrete experiments
and comparisons with the state-of-the-art
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2. Obstacles statements

2.1 The structure and Hazard Model

We consider a cloud data storage service involving three different entities they are the cloud user (U), who
has large amount of data files to be stored in the cloud; the cloud server (CS), which is managed by the cloud service
provider (CSP) to provide data storage service and has significant storage space and computation resources (we will
not differentiate CS and CSP hereafter; the third party Investigator (TPI),who has expertise and capabilities that
cloud users do not have and is trusted to assess the cloud storage service reliability on behalf of the user upon
request. Users rely on the CS for cloud data storage and maintenance. They may also dynamically interact with the
CS to access and update their stored data for various application purposes. To save the computation resource as well
as the online burden, cloud users may resort to TPI for ensuring the storage integrity of their outsourced data, while
hoping to keep their data private from TPIl. Moreover, the CS may decide to hide the data corruptions caused by
server hacks or Byzantine failures to maintain reputation. We assume the TPI, who is in the business on investing, is
reliable and independent, and thus has no incentive to collude with either the CS or the users during the investigation
process. However, it harms the user if the TPI could learn the outsourced data after the investigation. To authorize
the CS to respond to the audit delegated to TPI’s, the user can sign a certificate granting investigate rights to the
TPI’s public key, and all investigate from the TPI are authenticated against such a certificates.
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Fig. 1: The architecture of cloud data storage service

2.2 Design Goals
To enable confidential protection public investigation for cloud data storage under the aforementioned
model, our protocol design should achieve the following security and performance guarantees.

» Public investigation: to allow TPI to verify the correctness of the cloud data on demand without
the architecture of cloud data storage service retrieving a copy of the whole data or introducing
additional online burden to the cloud users.

Storage correctness: to ensure that there exists no cheating cloud server that can pass the TPI’s
investigated without indeed storing user’s data.

Confidential protection: to ensure that the TPl cannot derive users’ data content from the
information collected during the investigation process.

Batch investigation: to enable TPI with secure and efficient investigation capability to cope with
multiple investigation delegations from possibly large number of different users simultaneously.
Lightweight: to allow TPI to perform efficient investigation with minimum communication and
computation overhead.
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3. The Proposed Design

This section presents our public investigation scheme which provides outsourcing solution of data not
only the data itself, but also its integrity checking. We start from an overview of our public investigation system and
discuss two straightforward schemes and their demerits. Then we present our main scheme and show how to extent
our main scheme to support batch investigation for the TPl upon delegations from multiple users. Finally, we
discuss how to generalize our confidentiality protection public investigation scheme and its support of data
dynamics.

3.1 Definitions and Framework
We follow a similar definition of previously proposed schemes in the context of remote data integrity and
adapt the framework for our confidentiality protection public investigation system.
A public investigation scheme consists of four algorithms .
1. KeyGen is a key generation algorithm that is run by the user to setup the scheme.
2. SigGen is used by the user to generate verification metadata, which may consist of MAC, signatures, or
other related information that will be used for investigation.
3. GenProof is run by the cloud server to generate a proof of data storage correctness
4. VerifyProof is run by the TPI to investigate the proof from the cloud server.
Running a public investigation system consists of two phases:

1. Setup: The user initializes the public and secret parameters of the system by executing KeyGen, and pre-
processes the data file F by using SigGen to generate the verification metadata. The user then stores the data
file F and the verification metadata at the cloud server, and delete its local copy. As part of pre-processing, the
user may alter the data file F by expanding it or including additional metadata to be stored at server.

2. Investigate: The TPI issues an audit message or challenge to the cloud server to make sure that the cloud
server has retained the data file F properly at the time of the audit. The cloud server will derive a response
message from a function of the stored data file F and its verification metadata by executing GenProof. The TPI
then verifies the response via VerifyProof.

Our frame work assumes the TPI is stateless, which is a desirable property achieved by our proposed solution. It is
easy to extend the framework above to capture a stateful investigation system, essentially by splitting the
verification metadata into two parts which are stored by the TPI and the cloud server respectively. Our design does
not assume any additional property on the data file. If the user wants to have more error-resiliency, he/she can
always first redundantly encode the data file and then uses our system with the data file that has error-correcting
codes integrated.

4. Evaluations

4.1Security Analysis

We evaluate the security of the proposed scheme by analyzing its fulfillment of the security guarantee
described which is called namely, the storage correctness and confidential protection property. We start from the
single user case, where our main result is originated. Then we show the security guarantee of batch investigating for
the TPI in multi-user setting.

4.1.1 Storage Correctness Guarantee

We need to prove that the cloud server cannot generate valid response for the TPI without faithfully storing
the data, as captured by
Theorem 1: If the cloud server passes the Audit phase, then it must indeed possess the specified data intact as it is.
Proof: The proof consists of two steps. First, we show that there exists an extractor of ' in the random oracle
model. Once a valid response { , u'} is obtained, the correctness of this statement follows from the theorem. Now,

the cloud server is treated as an novel. The extractor controls the random oracle h(+ ) and answers the hash query

issued by the cloud server. For a challenge = h(R) returned by the extractor, the cloud server outputs { , pu,R} such
that the following equation holds.
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R- e(,g)=e((sc Yi=s1 H(Wi)_i) - up,v)

Suppose that an extractor can rewind a cloud server in the protocol to the point just before the challenge
h(R) is given. Now the extractor sets h(R) to be (1 6=". The cloud server outputs { , pJ,R}such that the following
equation holds.

R e(l1,g) =e((scYi=sLHMWi)_i) - uull,v)

The extractor then obtains { , w' = (u — n0)/(— )} as a valid response of the underlying proof of storage. Finally,
we remark that this extraction argument and the random oracle paradigm are also used in the proof of the underlying
scheme.

4.1.2 Confidential protection Guarantee

We want to make sure that the TPI cannot derive users’ data content from the information collected during
auditing process.
Theorem 2: From the server’s response { , u,R}, TPI cannot recover 1.
Proof: We show the existence of a simulator that can produce a valid response even without the knowledge of p’, in
the random oracle model. Now, the TPI is treated as an adversary. Given a valid _ from the cloud server, firstly,

randomly pick, p from Zp, set R « e((Qsc i=s1 H(Wi)_i ) - up, v)/e(_, g). Finally, backpatch = h(R) since the

simulator is controlling the random oracle h(- ).

4.1.3 Security Guarantee

Now we show that our way of extending our result to a multi-user setting will not affect the mentioned
Theorem 3: Our batch auditing protocol achieves the same storage correctness and confidentiality protection
guarantee as in the single-user case.
Proof: The privacy-preserving guarantee in the multi-user setting is very similar to that of Theorem 2, and thus
omitted here. For the storage correctness guarantee, we are going to reduce it to the single-user case. We use the
forking technique as in the proof of Theorem 1. However, the verification equation for the batch investigates
involves K challenges from the random oracle. This time we need to ensure that all
the other K — 1 challenges are determined before the forking of the concerned random oracle response. This can be
done using the idea .As soon as the novel issues the very first random oracle query for i = h(R|vi||L) for any i [
[1,K], the simulator immediately determines the values j = h(R||vj ||IL) for all j O [1,K]. This is possible since they
are all using the same R and L. Now, all but one of the ks is equal, so a valid response can be extracted similar to the
single-user.

4.2 Performance Analysis

We now assess the performance of the proposed privacy-preserving public auditing schemes to show that
they are indeed lightweight. We will focus on the cost of the efficiency of the privacy-preserving protocol and our
proposed batch auditing technique. The experiment is conducted using C on a Linux system with an Intel Core 2
processor running at 1.86 GHz, 2048 MB of RAM, and a 7200 RPM Western Digital 250 GB Serial ATA drive with
an 8 MB buffer. Our code uses the Pairing-Based Cryptography (PBC) library version 0.4.18. The elliptic curve
utilized in the experiment is a MNT curve, with base field size of 159 bits and the embedding degree 6. The security
level is chosen to be 80 bit, which means |_i| = 80 and |p| = 160. All experimental results represent the mean of 20
trials.

4.2.1 Cost of confidential protection Protocol

We begin by estimating the cost in terms of basic cryptographic operations. Suppose there are ¢
random blocks specified in the challenge.
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4.2.2 Batch investigation Efficiency

An asymptotic efficiency analysis on the batch auditing, by considering only the total number of
pairing operations. However, on the practical side, there are additional less expensive operations required
for batching, such as modular exponentiations and multiplications. Meanwhile, the different sampling
strategies that the different number of sampled blocks c are also a variable factor that affects the batching
efficiency. Thus, whether the benefits of removing pairings significantly outweigh the seadditional
operations is remained to be verified. To get a complete view of batching efficiency, we conduct a timed
batch investing test, where the number of investing tasks is increased from 1 to approximately200 with
intervals of 8. The performance of the corresponding non-batched (individual) auditing is provided as a
baseline for the measurement. Following the same experimental settings ¢ = 300 and ¢ = 460, the
average per task investing time, which is computed by dividing total auditing time by the number of tasks,
for both batch and individual investigation. It can be shown that compared to individual investigation,
batch investing indeed helps reducing the TPI's computation cost, as more than 11% and 14% of per-task
auditing time is saved, when c is set to be 460 and 300, respectively.

4.2.3 Sorting out Invalid Responses

Now we use experiment to justify the efficiency of our recursive binary search approach for the TPI to sort
out the invalid responses when batch auditing fails, as discussed. This experiment is tightly pertained to the work ,
which evaluates the batch verification efficiency of various short signatures. To evaluate the feasibility of the
recursive approach, we first generate a collection of 256 valid responses, which implies the TPl may concurrently
handle 256 different auditing delegations. We then conduct the tests repeatedly while randomly corrupting a _-
fraction, ranging from 0 to 18%, by replacing them with random values. The average auditing time per task against
the individual auditing approach is presented the result shows that even the number of invalid responses exceeds
15% of the total batch size, the performance of batch investing can still be safely concluded as more preferable than
the straightforward individual investigation. Note that the random distribution of invalid responses within the
collection is nearly the worst-case for batch investing. If invalid responses are grouped together, it is possible to
achieve even better results

5. Conclusion

In this paper, A security of data storage in cloud computing is done by the “confidential-protection public
investigation method which is proposed in this paper. TPI is proposed in this paper which would not learn anything
about the data stored on the cloud during the efficient investigation process. Considering TPI can simultaneously
handle multiple investigate sessions from different users. Then confidential-protection public investigation protocol
is further extended into a multi-user setting and the TPI can perform multiple auditing tasks in a good manner for
greater efficiency. Thus the analysis process shows that our proposed method are very secure and greater in
efficient. In this paper, we propose a privacy-preserving public auditing system for data storage security in Cloud
Computing. We utilize the homomorphic linear authenticator and random masking to guarantee that the TP1 would
not learn any knowledge about the data content stored on the cloud server during the efficient auditing process,
which not only eliminates the burden of cloud user from the tedious and possibly expensive auditing task, but also
alleviates the users’ fear of their outsourced data leakage. Considering TPl may concurrently handle multiple audit
sessions from different users for their outsourced data files, we further extend our privacy-preserving public auditing
protocol into a multi-user setting, where the TPI can perform multiple auditing tasks in a batch manner for better
efficiency. Extensive analysis shows that our schemes are provably secure and highly efficient.
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